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DER#${id}" } }));
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const { dest } = await verifySessionToken(req.headers.authorization);

const shop = new URL(dest).hostname;

await ddb.send(new GetCommand({ TableName, Key: { pk: “SHOP#${shop} , sk: "OR
DER#${id}" } }));
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try {
await ddb.send(new PutCommand ({

TableName: 'webhook-dedupe',
Item: { pk: webhookId, ttl: Math.floor(Date.now() / 1000) + 86400 * 3 },

ConditionExpression: 'attribute not exists(pk)',

)

} catch (e) {
if ((e as Error).name === 'ConditionalCheckFailedException') return { statu

sCode: 200 }; // E#
throw e;

}
await sqgs.send(new SendMessageCommand({ QueueUrl, MessageBody: rawBody }));

return { statusCode: 200 };
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EEDOXYID & THRELTWLRWA (Webhook ¥ OAuth @ hmac ERIL» W)

Ay 1] logged in customer id= DK SITENZED/NTXA—RZZL LTULEHELD

BHE E—F—OEBEZHOI/EELTULSD

Jie: 3% crypto.timingSafeEqual h%e REF—HTHAZEIFHZLH

FrE &R ELHELLTH. logged in customer id NEARSERT —XERI RV, /NXD

BEIDC—HzRTWVW3hH

function verifyAppProxy(query: Record<string, string | string[]>, secret: str

ing): boolean {
const { signature, ...rest } = query;
const message = Object.keys(rest).sort()
.map((k) => "${k}=${Array.isArray(rest[k]) ? (rest[k] as string[]).join

(",") : rest[kl}")

Jjoin(''); // KUIODXFLL
const digest = crypto.createHmac('sha256', secret).update(message).digest

(‘hex"');
const a = Buffer.from(digest, 'utf8');
const b = Buffer.from(String(signature ?? ''), 'utf8');
return a.length === b.length && crypto.timingSafeEqual(a, b);

}
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tyarybk—=2> (ID b= V) OFTHERBRE
NRDORIAEFIEIX. HS256 TTTUDI—2U Ly MCKBBEIEIE. exp H'ERFK. nbf HBE. iss &
dest DY TLARILRXA VA=, aud 7 TVDISA T RIDE—. OIRTEH/TZ &,
WINMTEBLEES IR1TO—-RZHEEL. MEBxIEDH. T5—THET Sl b= VIERTHBINT
HARRYINLICHR D, DO TR M EICEBET %,

YV —JLI& jwt.decode (RRFEARL) DKLSHBBHBABREIEREDITSNZH. aud DERERNP.
algorithms KRIEEDSA TSV UVHLIIRZEL T EHDH B,

T&sRIEE Jd-FEDREC3

7IL3 U X LERE jwt.verify(token, secret, { algorithms: ['HS256'] }) DELSICEELTWS
A

aud payload.aud === SHOPIFY API KEY DLt&ENH'HZH

iss & dest BMEDRR MY —HTZD, dest ZTF > bRAICE>TVED

HARR ignoreExpiration: true ®MEDYZVHFALHELS

R 401 ZIR L TUEBZIED TV D T+— Ny I TOvF—FEEICES TLHELD

const payload = jwt.verify(token, SHOPIFY API SECRET, { algorithms: ['HS25
6'], clockTolerance: 5 }) as JwtPayload;

if (payload.aud !== SHOPIFY API KEY) throw new Unauthorized('aud mismatch');

if (new URL(payload.iss!).hostname !== new URL(payload.dest!).hostname) throw
new Unauthorized('iss/dest mismatch');

const shop = new URL(payload.dest!).hostname; // WEDTFF > F#FIF

FI5ATIECA M=V VDRE

RRUF 170X =02 TLyoa b= NI IV RICREIRET 1 (V147> o —2
Ly b7 =023 —N—AICEL] EEVWTWS, YV—ILId =200 % T 3 7HFICRN
PREERZD. RELAOBESILCREE. Nv o7y OTBEEADERIEAWS AIORERICE 5.

HERIEE Bi&

RIFEDEESL DynamoDB O 5 —7 JLEEE1t, ( describe-table @ SSEDescription ), KMS HX&Z<
—EERBEFESHRSF—FR) > —

ROMERR TTUEBTEMEBSLLTWVWS A5, BEETESIAM U VI NLZ5EE

Bast DynamoDB Streams. ITZXHR— bk, Nw o 7w/ CloudWatch Logs IZ k—2 > Hiin
TLhizunhy

HRAE b—o > RNETTVIF202TFEIBIHE TICHRG S A 75142 b= UABIT, Ty aryI kL

—IM expires . refreshToken . refreshTokenExpires %5 T3hH

IRARES loader /APIISEICE Yy arA Tz o b EZOEFFRLTLAELD

AWS {il IAM O 5/MEPRR

Y —)LId AWS Z—tJB AL\, Lambda E{7O0—/LA dynamodb:* % s3:* Z#HF-oTCLWNIE. 1201V
T2 arvEMLeT—TIADREICED S,
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FERIEH BiE
ETO—ILOEH B CICHERTIS 3> )Y —ZXARNICBRELTWSH, Resource: "*" % grep
ER)
TAILRA—R "Action": "dynamodb:*" . "s3:*" [ "secretsmanager:*" DHHE
RIBEH 54TV =Ly hhH Lambda DEREZHICEX TA>TULERWLD, Secrets
Manager " SSM Parameter Store (SecureString)
1R Webhook 15 Lambda ¢ EEEE APl ® Lambda AR L O—/LZHB L TLAHRLD
ADT7IER RETHTY EADADIERIZ L2-4 DRE—HT D H
# B&CZ3 :SAM / CloudFormation DO—/LES
Policies:
- Version: "2012-10-17"
Statement:
- Effect: Allow
Action: [dynamodb:GetItem, dynamodb:Query, dynamodb:PutItem]
Resource: !GetAtt AppTable.Arn # "*" [CL7ZA0)
- Effect: Allow
Action: secretsmanager:GetSecretValue
Resource: !Ref ShopifySecret
OJNDEAEHR

L1261 T70€RO00%R®FLLE2A—T%) CaRHZHD OTICKS - X—I)L - FFAHDZEDFEFHT
WS, O EBHFHIARENRT —XDREFRICE S, V—ILIZI LTI vI)LOOJIRAL
( CREDENTIAL LOG LEAKAGE ) ZR2H\ EANBRIEIHTRATH 3.

HERER Bi&

OJ HADERRE CloudWatch Logs Insights T @message like /@/ (X—ILDF) PEEHSD/NNZ—>
ZRE L. Mz

BEtns BE %157 EIZ Shopify DEEE ID (Bff) 72IFICL. X—J)L - R&HIBWASEOA
— TRl

Webhook R-rO— R SERAO— R2E% console.log LTWLWARWLD, TNYITEDEALZR>TLERLD

{RIFHAR 077 —7OFFRHEMNERRICZ > TULARLD

F7oE2O7 DR E NN (A—H—1ID). COXLT7D. COBEEIDZ. COHEET) MALLHDRETLA

& L2-6 =g MRl 3
/] BECE :N1O—RACEDHS (FE)
console.log('webhook received', JSON.stringify(payload));

// 1EIE ! BRIF/EITZEEt L THT
logger.info({ topic, shop, webhookId, customerId: payload.customer?.id }, 'we

bhook received');
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He=®FzvIUIXF

EIRI L TRES. HIREIE MRS D RHLAR REE ZELG LI OLWFNHZFEAL.

1IL%&. CLIEA%. XER) ZHhZA%. ZROXFHFCHRICETRL,

E¥ (16188)

No.

L2-1

L2-2

L2-3

L2-4

L2-5

L2-6

L2-7

FEs3EE HE
REIIEET—ABEO—ELHD. SREICAENH S
TIANS =R —DRBERERELN—HT S
BENNFIRZ LS BERETL E 21— DRED H S
BEEORBHMEZIRICRMLTVS (F7id%S %4 L ORIMEER)
T—AHEOAT T U PERMLTVS (F7Id%E %A L OHIMEER)
BEMtSh-BRREDZLER| M LR

MEBEL D DPARH D EIREEOOI ' H S

RIFHRMER SN, TTL S T7H 1)L - shop/redact THIFRIN S
REFELCBEBOBSEREDOENNHS

Ny o T7yTe LTI HOBEREDEINH S
AEECTIAMBITHTY FTO TR MIERET—2H7%A0

DLP & L MIET 2REHN H B

EBET—ENODANDTIEZR—ENLHD. HEILEERNH S

INRT—RARYS—¥ MFAD AWS - N— b F—& w2 27R— R - GitHub (2
BRINATWS

TOLAOTERFL. LEa B HB
12T bRBAHDREE SN, ERERIRRE—HTS

3 (Shopify EIH)

No.

S-1

S-2

S-3

S-4

S-5

FEE3EE HE

shopify app security check % --include-dir {FETRITL. 238
WICHIR R ZE e Lzl

ID =2 >DESZ - exp * nbf * aud * iss /dest ZAZIAFL. SBXBFIC
401 TLE®H B

T FHRIFIE dest HRDH, YT IR MASAD shop ZES T TUH
AN

B R TADS I R 7BO)Y —RICBESETI AWV E ERE TR LT:

Webhook I$&7RF+ THMACHEEL . timingSafeEqual TEEEL. kB
B 401

RIDOFRE (77

IRHBLDPATE

IRBLDFATE
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No.

S-6

S-7

S-8

S-9

S-10

S-11

S-12

] = HiE
Webhook-ld TE#E %S L. updated at TIEFZHKL. AIRIL SQS IC
pIEti

WBEAYTZ47T >R Webhook 3= EFT L. ZEIT TR HIRR - I#fED
RMBHNRH S (App Store Bofa 7 T U 1B, W RAZ LT TIADBERAIFA
RicIFECH L)

App Proxy BE%Z RNHODFTEAETHRIEL. logged_in_customer_id O
FRE&EMENH B

shop RA %% ~[a-zA-Z0-9][a-zA-Z0-9\-1*\.myshopify\.com$
THIRT > Hh—{ T THEE

FOERRXA=THEEDI T £ —H L. write & read BETERKLTWL
AN A

HRNEF T 54> b=OYA\OBITEHENLNHS (RFR7 7). 2027-01-
01)

Web Pixel ZE SIS, FEX A—TOEIRRTE null NIBERESR L 7=

=i (AWS {8))

No.

A-1

A-2

A-3

A-4

A-5

A-6

A-T

fEE3EE HIE

Lambda 217O—JLIC Resource: "*" rH—EX2EDTIILRA—R
e

547> h—2 L w k¥ Secrets Manager / SSM SecureString 128 D .
BIREHFTX - URD RUICHL

DynamoDB - S3 - SQS - CloudWatch Logs DRTZERIEE St & H /I THERR
=

CloudTrail DF —Z AR N EBERT—2DT—JIL - N7y fTEIMEL
1=

CloudWatch Logs ICX—JL « &% - EFTANE TWAR W E 2R THEERL
OJ 7 —7 ¢ S3 DREHEIERINTVS

TBETHTY EADADT XD IAM Identity Center DFRE S IL—T D
T. MFA B

Forest Security IcDWT

IRHBLDPATE

IRHLDFATE

Forest Security I&. X &ttForest Book MRt 9 2. V—RXOA— R I ZVRREDEADSEZFaUT
1« LOMEZHR L. BEYIEEZRD. B2 FTOEHZEE TSI —EXTH S, Shopify 77U (1
fl - AREL) CAWSH—N—LXZRELTESHRZMES,

]

Forest Security Review

RE

Shopify 7 U 1IARF /I AWS P H I Y R1DEXRIC. AZDEMHIERICDOWVWT MR

HHIREARRERRE OBEAMISKRCIEH—EZF5. Bf - HERZ\EH S552XH
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1T

Forest Security Assessment

Forest Security Care

YHEVWCL

RE

AWS 17 AT h+7FU1IEKERIC. Shopify BH. AWS —/N\—L X, Web/API.
CI/CD DAMBIE AR L. FiEREE. VR UAR. BEFT v b REMD S, BERDE
BRIEZ T

BEET. AWSREESD KENY T -2, REBROLE 1 - BEFT v FOEHER
ZiTV. ARREE Y

24B5EI365H DB, 12Ty MREROEBIREEY 7+ L VP v I, BBNAERRX ML —23 YT
k. Shopify 75w b7 # —LAKEADERE. BESEMEHIFEELBVC EDORAE. App Store BEX 7T — X 1R
ELE2—DAERIE. BHAHELICEEICHTIMILAE=8L LTOEEER.,

SRIIMENRE. EEE FENEVDO1 BRERICEE TR I,

Huwaht
H—EYA ~ (FE)
E=yan

Hh#—%

info@forest-book.jp
https://security.forest-book.jp

M =ttForest Book (Forest Book Inc.) %I B EMAERILE"_TH10E485 L D&
E L3k

IANT20265F10822HICE#ZME L 7=

X&

Work with protected
customer data

App security checks (3618
B—&

Shopify CLI app security
check W77L >R

Changelog: Build with

confidence: Shopify Al

Toolkit’s security check
(2026-10-15)

Security (771 O—h%HI7%R
T¥aU T EH TS H
BAR—b)

Subscribe to webhooks
(HTTPS B2fS. HMAC. B
HiT. EE)

Webhooks overview (lEF
JEREE. BEYa D)

URL

https://shopify.dev/docs/apps/launch/protected-customer-data

https://shopify.dev/docs/apps/build/security/app-security-checks

https://shopify.dev/docs/api/shopify-cli/app/app-security-check

https://shopify.dev/changelog/build-more-secure-apps-with-shopify-s-ai-toolkit-

security-check

https://shopify.dev/docs/apps/build/security

https://shopify.dev/docs/apps/build/webhooks/subscribe/https

https://shopify.dev/docs/apps/build/webhooks
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X&

Privacy law compliance (#
BAVTZATVRA
Webhook)

Session tokens (ID k—%
V) BE

Set up session tokens (#&

SEFIE)

Authorization code grant
(OAuth. hmac. state.
shop #&3F)

Authenticate app proxy
requests

Migrate to expiring offline
access tokens

App requirements checklist

Changelog:
order.statusPageUrl IC
Level 2 B4 E (2024-03-
15)

Changelog: Customer
Account APl I PCD 72+
AHHE (2024-08-26)

Changelog: Web Pixel @ PII
ICIRER A—THRE

(2025-11-10 23B8. 2025-
12-10 HE17)

URL

https://shopify.dev/docs/apps/build/compliance/privacy-law-compliance

https://shopify.dev/docs/apps/build/authentication-authorization/session-tokens

https://shopify.dev/docs/apps/build/authentication-authorization/session-tokens/set-
up-session-tokens

https://shopify.dev/docs/apps/build/authentication-authorization/access-
tokens/authorization-code-grant

https://shopify.dev/docs/apps/build/online-store/app-proxies/authenticate-app-proxies

https://shopify.dev/docs/apps/build/authentication-authorization/migrate-to-expiring-
offline-access-tokens

https://shopify.dev/docs/apps/launch/app-requirements-checklist

https://shopify.dev/changelog/level-2-protected-customer-data-requirements-are-now-
needed-to-access-the-order-statuspageurl-field

https://shopify.dev/changelog/protected-customer-data-access-required-to-use-the-
customer-account-api

https://shopify.dev/changelog/protected-customer-data-scopes-required

AZED AWS [CBI T 25 IE AWS DR R F 2 XY MIED K —MEIBERAITH D, EL DREDEIEE
ISFIARRD AWS RF a2 XY b THERYT 5 o
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